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Abstract:

The security of the Internet of Things is attracting increasing attention from both academia and industry. In fact, 10T devices are vulnerable to various security attacks
from denial of service (DoS) to network intrusions and data leaks. This work introduces a novel machine learning (ML)-based security framework that automatically h:
growing security issues associated with the IoT domain. This framework uses both software-defined networking (SDN) and network functions virtualization (NFV) enal
counter a variety of threats. This Al framework combines an Al-based monitoring agent and response agent using machine learning models broken down into networ
analysis, along with anomaly-based intrusion detection in IoT systems. The framework uses supervised learning, the distributed data mining system, and the neural r
achieve its goals. In particular, the propagation of attacks using the data mining approach is very successful in identifying attacks with high performance and low cost

Complete Specification

Description:FIELD OF INVENTION

Securing oT devices is a growing challenge for manufacturers and consumers. Weak, default, or storing data online without a password are some of the major secu
challenges identified by the researchers. loT devices are often shipped with either default, easy to remember, or without any password. Hackers can very easily exp
vulnerability by gaining access to these devices. Such vulnerability puts the consumers' privacy at risk and allows hackers to use loT devices to launch large-scale att
DDos.

BACKGROUND OF INVENTION

The disruptive acceleration of Internet of Things (IoT) is drastically modifying the current ICT landscape with a massive number of cellular IoT devices expected to be
deployed in the next few years. loT devices are taking over a variety of aspects of our current lives, such as health care, transportation, and home environments. Th.
the massive growth in analytics and cloud computing technologies, they are expected to be able to provide relevant contextual data using their autonomous
communication with each other without human interaction. All of these envisioned benefits are rapidly pushing the adoption of this technology. On the other side ¢
spectrum, loT nodes can be comprised by malicious attackers leveraging their resource constraints and relevant vulnerabilities. Accounting for their wide adoption,
security threats can cause severe privacy problems and economical damage. As they are becoming an essential element in our daily lives, maintaining privacy, secui
business operations/opportunities are of a very high priority. For instance, IoT devices could be used for various purposes and can be deployed in different places i
home, health care and industrial environments. Thus, they can carry sensitive personal data, such as user information and daily activities. An attack against those Ic
devires coiild lead tn cencitive infarmatinn leakase and ran caiice an interriintinn in warkflows thiic comnramisine the analitv of the nrodiicts
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