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Abstract:

Cryptography has been playing pivotal role in protecting data across systems in the world. It is a continuous process to update security primitives from time to time a
adversaries enhance their capabilities to break security systems. In the contemporary era, cyber-attacks are increased and there is highly diversified, heterogeneous :
space in the cyber world due to Internet of Things (IoT) and distributed applications. Moreover, there is assumed threat from post quantum era due to the power of ¢
that will be exploited by attackers. The current invention is a Post Quantum Cryptography (PQC) candidate which is designed to withstand post quantum threats in se
outsourced to cloud. This invention has mechanisms to encode and decode data by data owner in order to have multiple transformations of data. It has multiple nov
guarantee of data integrity, high level of security to meet PQC needs and data availability. Due to creation of slices, it helps in ensuing that even if some part of data Ic
possible to establish whole data. The encoding and decoding procedures are designed to be stronger than traditional encryption and decryption techniques. The cur
invention is beneficial to many stakeholders such as network security professionals, cyber security professionals, organizations dealing with cyber security, governme
service providers, researchers and academia.

Complete Specification

Description:FIELD OF INVENTION

The current invention is a Post Quantum Cryptography (PQC) candidate which is designed to withstand post quantum threats in securing data outsourced to cloud.
invention has mechanisms to encode and decode data by data owner in order to have multiple transformations of data. It has multiple novelties such as guarantee
integrity, high level of security to meet PQC needs and data availability. Due to creation of slices, it helps in ensuing that even if some part of data lost, it is possible 1
establish whole data. The encoding and decoding procedures are designed to be stronger than traditional encryption and decryption techniques. It is designed to b
compatible with PQC candidate for high level of data security. It has provision for multiple data transformations that are not there in the traditional cryptographic
primitives. The data owner encrypts original document consisting of plain text. Once the data is subjected to encryption, it results in cipher text. The cipher text is tt
which has transformed content that cannot be understood by humans. After generation of cipher text, it is subjected to generation of slices using a dispersal mech:
The slices are generated in such a way that they enable data availability and data integrity. It does mean that even if some slices are lost, it is possible to regenerate
whole data. The proposed invention has provision for hashing which is used to enable data integrity verification. The encrypted slices and hash are saved to cloud.'
the data owner wants to obtain the data back, there is reverse process in which the cipher text is generated from slices, data integrity verification is carried out and
cipher text is subjected to decryption process which leads to arrival of original document. The current invention is beneficial to many stakeholders such as network
professionals, cyber security professionals, organizations dealing with cyber security, governments, cloud service providers, researchers and academia.
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