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Abstract:

The Internet as a whole does not use secure links, thus information being transmitted may be vulnerable to interception as well. The importance of reducing the char
information being detected during transmission is a major issue. A solution to be discussed is how passing of information can be done in a manner that the very exis
message is unknown. Encryption avoids passive attacks (reading) and by steganography, the message becomes undetectable. We make use of AES algorithm and Lea
Bit (LSB) technique for hiding messages in an image. We have enhanced the LSB technigue by randomly dispersing the bits of the message in the image and thus mal
for an unauthorized person to extract the original message. The AES provides a good security as it takes considerably much more time to break by the brute force me
given key length. The proposed methodology is proved good and produced expected output.

Complete Specification

Description:FIELD OF INVENTION

This paper presents multiple-layered securities by combining steganography with cryptography under the scope of information hiding, and both image and audio
steganography are used to obtain a more robust security system. Firstly, the different approaches of steganography and cryptography are discussed, and comparis:
drawn between them. Secondly, the design of the dual-layered security system is presented. The algorithms for this work are based on the Least Significant Bit
steganography and AES cryptography. The code has been implemented in C# and visual studio 2010 due to its object encryption/decryption abilities. Under the pro
of the system, if an attacker detects that steganography is being used, the embedded message cannot be read due to file encryption. Finally, Matlab analysis of the
and stego media quality effects are presented, proving the robustness of this type of security implementation.

BACKGROUND OF INVENTION

Cryptography and Steganography are often interrelated and share the common goals and services of protecting the confidentiality, integrity and availability of infor
which are some of the most important fields in computer security. Cryptography and steganography are methods of transferring private information and data throi
open network communication, so only the receiver who has the secret key can read the secret messages which might be documents, images or other forms of data
Cryptography and steganography also contribute to Computer Science, particularly, in the techniques used in computer and network security for access control anc
information confidentiality. They are also used in many applications encountered in everyday life. Despite the differences between Cryptography and Steganograph
systems the requests for them have increased recently for the fast development of the Internet publicly.
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