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Abstract:

Intrusion Detection Systems are increasingly a key part of systems defense. Various approaches to Intrusion Detection are currently being used, but they are relativel
Artificial Intelligence plays a driving role in security services. This paper proposes a dynamic model Intelligent Intrusion Detection System, based on specific Al approa
intrusion detection. The techniques that are being investigated includes neural networks and fuzzy logic with network profiling, that uses simple data mining techniqu
process the network data. Based on our study of recent research we have highlighted the latest techniques of NIDS using ML techniques and approaches, the commc
that they can detect, and their issues. The purpose of this study is to share the collected information in a way that is more comprehensive and can provide an overvie
current standing of ML-based NIDS.

Complete Specification

We Claim:

1. Machine Learning and Artificial Intelligence Techniques for Intrusion Detection in Network Security claims the framework used in this artificial Intelligence base
not on GPU, the optimization can be powerfully tuned by other such frameworks like Google's open sourced Tensor Flow.

2. The performance issue is a common task when we come across pandas to work with larger data (100 GB to multiple terabytes), but Spark, an open-sourced Ap
Framework used for big data processing can handle parallel computing with massive datasets, ranging from 100 GB to multiple terabytes across clustered compute
3. This survey is complementary to other existing surveys on intrusion detection and will serve as a supplement to other surveys.

4. It will also serve as ready reference to researchers working on intrusion detection using ML techniques.
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