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The present invention discloses a machine learning approach for 10T device identification based on network traffic analysis and method thereof. The
limited to, a memory which stores instructions; one or more processors attached to the memory wherein the one or more processors, when executil
stored, are configured to have: a processing unit configured for receiving network traffic generated by an anonymous loT device. Further, the proces
a machine learning interface for extracting loT device network behavior from the generated network traffic. Furthermore, an output means for deter
anonymous loT device from a list of a plurality of 10T devices by applying a selected machine learning based classifier module from a set of machine
modules to analyze the device network behaviour. Accompanied Drawing [FIG. 1]

Complete Specification

Description:[001] The present invention relates to the field of the systems and methods for encryption, identification and classification of loT basec
environment. The invention more particularly relates to a machine learning approach for loT device identification based on network traffic analysis
BACKGROUND OF THE INVENTION

[002] The following description provides the information that may be useful in understanding the present invention. It is not an admission that any
provided herein is prior art or relevant to the presently claimed invention, or that any publication specifically or implicitly referenced is prior art.
[003] Further, the approaches described in this section are approaches that could be pursued, but not necessarily approaches that have been prev
pursued. Therefore, unless otherwise indicated, it should not be assumed that any of the approaches described in this section qualify as prior art r
inclusion in this section.

[004] IoT has been experiencing rapid growth in last decade and is further expected to continue to proliferate, day by day becoming an integral par
communication. Among the various challenges that |oT poses to organizations are security and legitimate data transfer issues stemming from the
devices and the ever increasing number of loT-enabled organizational resources. In some cases, due to the diversified nature and the inherent mol
these loT devices in the communications network, organization can find it difficult to maintain an accurate record of the various connected loT dev
given time. It is need for an hour for tracking loT devices connected to a communication network if anonymous loT devices that are connected to tl
network can be accurately identified.

INNS1 Accardinglv an the hacis nf afaresaid farte there remains a need in the nrinr art ta nrovide a machine learning annrnach far 10T device identi
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