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IT POLICY

1. Overview

IT policy exists to maintain, secure, and ensure legal and appropriate use of information technology
infrastructure established by the institute on the campus.

This policy establishes institute-wide strategies and responsibilities for protecting the Confidentiality,
Integrity, and Availability of the information assets that are accessed, created, managed, and/or
controlled by the institute. '

Information assets addressed by the policy include data, information systems, computers, network
devices, intellectual property, as well as documents and verbally communicated information.

Undoubtedly, Intranet & Internet services have become most important resources in educational
institutions & research organizations. Realizing the importance of these services, IARE took initiative
way back in 2000 and established strong network infrastructure.

As the resources are riot easily available for expansion to accommodate the continuous rise in internet
needs, on the other hand uncontrolled, uninterrupted and free web access can give rise to activities that
are neither related to teaching / learning processes nor governance of the institute.

At the outset, we need to recognize the problems related to uncontrolled surfing by the users:

1. Prolonged or intermittent surfing, affecting quality of work.

2. Heavy downloads that lead to choking of available bandwidth.

3. Exposure to legal liability and cases of sexual harassment due to harmful and embarrassing
content. ‘

4. Confidential information being made public.

Further, all the staff and students, authorized visitors / visiting faculty and otherswho may be granted
permission to use the institute’s information technology infrastructure, must comply with the
Guidelines. Certain violations of IT policy laid down by the institute by any member may even result
in disciplinary action against the offenders. If the matter involves illegal action, law enforcement
agencies may become involved.

IT policies may be classified into following groups:

IT Hardware Installation Policy

Software Installation and Licensing Policy
Network (Intranet & Internet) Use Policy
E-mail Account Use Policy

Web Site Hosting Policy

Institute Database Use Policy
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8. Multimedia Contents 4
9. Cloud Services

2. IT Hardware Installation Policy

Staff needs to observe certain precautions while getting their computers or peripherals installed so that
he/she may face minimum inconvenience due to interruption of services or hardware failures.

Who is Primary User?

An individual, whose computer is installed in their room/cabin is primarily used by them, is
considered to be “primary” user. If a computer has multiple users, none of whom are considered the
"primary" user, the head of the department should make an arrangement and assign a person
responsible for compliance.

Warranty & Annual Maintenance Contract

Computers purchased by any Section / Department / Project should preferably be with 3-year on- site
comprehensive warranty. After the expiry of warranty, computers should be under annual maintenance
contract. Such maintenance should include OS ge-installation and checking virus related problems also.

Power Connection to Computers and Peripherals

All the computers and peripherals should be connected to the electrical point strictly through a UPS.
Power supply to the UPS should never be switched off, as continuous power supply to UPS required for
battery recharging. Further, these UPS systems should be connected to the electrical points that are
provided with proper earthing and have properly laid electrical wiring.

Network Cable Connection
While connecting the computer to the network, the connecting network cable should be away from any
electrical / electronic equipment, as they interfere with the network communication. Further, no other
electrical / electronic equipment should be shared with the power supply from where the computer and
its peripherals are connected.

File and Print Sharing Facilities

File and print sharing facilities on the computer over the network should be installed only when it is
absolutely required. When files are shared through network, they should be protected with password
and also with read only access rule. )
Shifting Computer from One Location to another

Computer system may be moved from one location to another with prior written intimation to the
ITIMS Officer, as ITIMS Centre maintains a record of computer identification names and
corresponding IP address. Such computer identification names follow the convention which comprises
building name abbreviation and room no. As and when any deviation (from the list maintained by
ITIMS Centre) is found for any computer system, network connection would be disabled and same will
be informed to the user by email / phone, if the user is identified. When the end user meets the
compliance and informs ITIMS Centre in writing / by email, connection will be restored.

Maintenance of Computer Systems provided by the Institute
For all the computers that were purchased by the institute centrally and distributed by the ITIMS
Officer will attend the complaints related to any maintenance related problems.

3. Software Installation and Licensing Policy

Any computer purchases made by the individual departments / projects should make sure that such
computer systems have all licensed software’ (operating system, antivirus software and necessary
application software) installed.

Respecting the anti-piracy laws of the country, IARE IT policy does not allow any pirated / ,
unauthorized software installation on the institute owned computers and the computers connected tor¥
the campus network. In case of any such instances, institute will hold the dcpartmg"ng L indiVidual —
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personally responsible for any pirated software installed on the computers located in their department /
individual’s cabins.

Operating System and its Updating

1. Individual users should make sure that respective computer systems have their OS updated in
respective of their service packs / patches, through Internet. This is particularly important for all
MS Windows based computers (both PCs and Servers). Updating OS by the users helps their
computers in fixing bugs and vulnerabilities in the OS that were periodically detected by the
Microsoft for which it provides patches / service packs to fix them. Checking for updates and
updating of the OS should be performed at least once in a week or so.

2. Institute as a policy, encourages user community to go for open source software such as Linux,
Open office to be used on their systems wherever possible.

3. Any MS Windows OS based computer that is connected to the network should access
http://windowsupdate.microsoft.com web site for free updates. Such updating should be done at
least once in a week. Even if the systems are configured for automatic updates, it is users
responsibility to make sure that the updates a being done properly.

Antivirus Software and its updating

Computer systems used in the institute should have anti-virus software installed, and it should be
active at all times. The pnmary user of a computer system is responsible for keeping the computer
system compliant with this virus protection policy.

Individual users should make sure that respective computer systems have current virus protection
software installed and maintained.

He/she should make sure that the software is running correctly. It may be noted that any antivirus
software that is running on a computer, which is not updated or not renewed after its warranty period,
is of practlcally no use. If these responsibilities appear beyond the end user's technical skills, the end-
user is responsible for seeking assistance from any service-providing agency.

Backups of Data
Individual users should perform regular backups of their vital data. Virus infections often destroy data
on an individual's computer. Without proper backups, recovery of destroyed files may be impossible.

Preferably, at the time of OS installation itself, one can have the computer’s hard disk partitioned into
two volumes typicatly C and D. OS and other software should be on C drive and user’s data files on the
D drive. In case of any virus problem, genefally only C volume gets corrupted. In such an event
formatting only one volume, will protect the data loss. However, it is not a foolproof solution. Apart
from this, users should keep their valuable data either on external hard disks or other storage devices
such as pen drives.

IARE staff and students not complying with this computer security policy leave themselves and others
at risk of virus infections which could result in damaged or lost files inoperable computer resulting in
loss of productivity risk of spread of infection to others confidential data being revealed to

unauthorized persons

An individual's non-compliant computer can have significant, adverse affects on other individuals,
groups, departments, or even whole institute. Hence it is critical to bring all computers into
compliance as soon as they are recognized not to be.

4. Internet Access Request and Approval Policy

Internet connectivity presents with new risks that must be addressed to safeguard the facilities, vital
information assets. Access to the internet will be provided to staff and students (further referred as users)
to support academic activities and only on and as needed. Access to the internet by users that is
inconsistent with academic needs results in the misuse of resources. / :
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Internet access will be provided to users for their academic needs only and they restricted to access the
contents under the academic category only.

As part of the internet access request process, the staff and students are required to read the internet
usage and security policy. The user must sign the declaration in the application that they understand and
agrees to comply with the policies. Users not complying with these policies could be subject to
disciplinary action.

Approval and Access

1. Staffand students get allocated IARE User Accounts upon employment or enrolment.
2. Students activate their accounts as part of the enrolment process.

All staff and student accounts are administered by IT Infrastructure Management Services (ITIMS)
division for day to day management of IARE user accounts. Staff and students who have IPADS /
Laptops / IP managed device are able to apply for IP address / desktop admin rights to their machine by
submitting Application for IP Address Allocation to ITIMS.

Removal of Access

Internet access will be discontinued upon completion of study of student, resignation of staff,
completion of contract, or any disciplinary action arising from violation of this policy. The privileges
granted to uses and ‘continue sly monitored and may be revoked at any time if it is no longer needed by
the user. ' -

Usage Policy

Internet users of institute shall comply with applicable National / State / Cyber laws, rules and policies
of institute. Examples of rules and policies include, the laws of privacy, copy right, trade mark,
obscenity and pornography. The IT act 2000 which prohibit hacking, cracking, spoofing and similar
activities.

1. According to the TARE policy, the tethering / hotspotting of internet connection is liable for
deactivating the connection.

2. Users will be required to obtain necessary authorization before using institute connectivity.

3. Users will also be responsible for any activity originating from their account

4. Accounts and passwords should not be used by any other persons under any circumstances other
those to whom they have been assigned by ITIMS Officer.

5. In case of unauthorized use of account is detected or suspected, the account owner should change
the password and report the incident to ITIMS Officer.

6. Uses shall not use institute network and connectivity to get unauthorised access to remote
computers which may damage the operations of IARE Network.

Security and Privacy

1. Uses should engaging safe computing practices by establishing appropriate access restrictions for
their account and computing devices, guarding their password and changing them regularly.

2. Users should note that their uses of institute connectivity are not completely private. As part the
security measures, all the activities are logged and monitored at ITIMS computing center.

3. The institute, in. its discretion may disclose the results of any such general or individual
monitoring including the contents and records of communication to the appropriate authorities or
law enforcement agencies and may use those results for disciplinary procedures.

Prohibited Downloads
The following downloads are specifically not allowed on computers unless approved in writing by
ITIMS Officer:

1. Any peer to peer file sharing application: Such applications may be used to utilize bandwidth

inappropriately. Further, these applications contain third-party applications — called adware or

spyware, that ¢ollect information about a user's Web surfing habits, change system settings, or

place unwanted advertising on the local computer. : v
2. Any third party personal antivirus or firewall: Since adequate security has already been provided~
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for on all machines via pre-defined firewall rules, third party firewalls may interfere with these
rules thus endangering the network. .

3. Any Proxy servers, private fire wall, tunnelling software, connectivity sharing software

4. Hacking tools of any sort: The use of any such tools on college network is strictly prohibited.
5. Games & Movie trailers or previews.

6. Any other copyrighted content / materials / software which are not appropriate to the user.

5. WiFi Policy

Institute WiFi is available in the whole campus.
The access to institute Wifi is restricted to the registered device only. Usage of institute Wifi in an
unregistered device by spoofing / tethering will be treated as violation of this policy.

3. Even if the access ID is different, the registered Wifi user is the sole responsible person for all the
communications originated from the registered device.

6. Network (Intranet & Internet) Use Policy

Network connectivity. provided through the institute, referred to hereafter as "the Network", either
through an authenticated network access connection or a Virtual Private Network (VPN) tonnection,
is governed under the IARE IT Policy. The Communication & Information Services (ITIMS Centre) is
responsible for the ongoing maintenance and support of the Network, exclusive of local applications.
Problems within the institute’s network should be reported to ITIMS Officer.

IP Address Allocation

Any computer (PC/Server/laptop) that will be connected to the institute network, should have an IP
address assigned by the ITIMS Centre. Following a systematic approach, the range of IP addresses that
will be allocated tor each building is decided. So, any computer connected to the network from that
building will be allocated IP address only frorh that Address pool. Further, each network port in the
room from where that computer will be connected will have binding internally with that IP address so
that no other person uses that IP address unauthorisedly from any other location.

As and when a new computer is installed in any location, the concerned user can download the
application form available for the purpose of IP address allocation and fill it up and get the IP address
from the ITIMS Centre.

An IP address allocated for a particular computer system should not be used on any other computer
even if that other computer belongs to the same individual and will be connected to thesame port. IP
addresses are given to the computers but not to the ports. IP address for each computer should be
obtained separately by filling up a requisition form meant for this purpose.

DHCP and Proxy Configuration by Individual Departments / Sections / Users

Use of any computer at end user location as a DHCP server to connect to more computers through an
individual switch/hub and distributing IP addresses (public or private) should strictly be avoided, as it
is considered absolute violation of IP address allocation policy of the institute. Similarly, configuration
of proxy servers should also be avoided, as it may interfere with the service run by ITIMS Centre.

Configuration of any computer with additional network interface card and connecting another
computer to it is considered as proxy / DHCP configuration.

Non-compliance to the IP address allocation policy will result in disconnecting the port from which
such computer is connected to the network. Connection will be restored after receiving written
assurance of compliance from the concerned department / user.

Running Network Services on the Servers

Individual departments / individuals connecting to the institute network over the LAN may run server
software, e.g., HTTP/Web server, SMTP server, FTP server, only after bringing it to the knowledge of
the ITIMS Centre in writing and after meeting the requirements of the institute IT policy.for running
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